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Weaknesses Exposed in U.S. Security

By John Mintz

Washington Poet Staff Writer

The United States’ security
clearance system, which allows 4.3
million Americans access to nation-

al secrets but which failed to catch
four alleged Navy spies, has oftered
Trightening opportunities to foreign
intelligence agencies because se-
curity clearance_investigators are
overworked and many of the checks
they make are_sketchy, according
to elected officials and defense spe-
cialists.

Problems with security clear-
ances have grown in recent years as

President Reagan’s massive mili-

tary budget increases have meant
more work for high-technology de-
fense contractors, and hundreds of

thousands of new applications for’

security clearance from the firms’
employes have swamped the inves-
tigating agencies, they said.

The Walker spy case, which mil-
itary officials say has caused “very
serious” compromises in naval com-
munications and other sensitive ar-
eas, has focused renewed attention
on the apparent weakness of the
U.S. security clearance program.

Defense Secretary Caspar W.

Weinberger last Tuesday ordered

an immediate 10 percent reduction
in_the number of military and civil-
jan personnel handling classified
material, and Navy Secretary John
F. Lehman Jr. said he wants a 50
percent reduction.

The Defense Investigative Ser-
vice’s 1,500 civilian investigators,
who this year are expected to per-
form 220,000 sensitive clearance
investigations of military and de-
fense contractor personnel, plus
900,000 less sensitive ones, are
overwhelmed, defense experts and
members of Congress say.

These investigators must engage
daily in a highly subtle science that,
through investigation of applicants’
life stories, work histories and fi-
nancial and emotional states, seeks
to make judgments about the poten-
tial for disloyalty to the country.
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“Loyalty is an ethereal concept
psychiatrically,” said Steve Piec-
zenik, a psychiatrist who, as deputy
assistant secretary of state for man-
agement under presidents Ford and
Carter, oversaw the Siuate Depart-
ment’s clearance program. “Inves-
tigations don’t really point up

characterological defects of the in-

dividual” that suggest disloyalty.
“What constitutes a security prob-
lem?”

There is a growing consensus
that the current personnel security
system is not well-equipped to an-
swer that delicate question.

Many personnel security inves-
tipators are considered to be unso-
phisticated and undertrained, gov-
ernment officials say. Many are low
paid, with the starting salary for a
GS-5 investigator for the Defense

Investigative Service (DIS) at

$14,390. :
“Well-meaning but politically un-
sophisticated investigators” must
work “without any central guidance
or political training, and without any
workable criteria of loyalty and sub-
version,” Guenter Lewy, a political
‘science professor at the University
of Massachusetts, wrote in a recent
book about government security
published by the American Enter-
prise Institute. “One can only hope
that some day we will not have to
‘pay a high price for thig accumula-
Monofneglect” S
""" Arch Ramsay, thén d'top offictal
of the Office of Personnel Manage-
ment (OPM), told Congress in 1980
that clearance investigation is “a
very, very demanding job ....
[They] are not the kinds of posi-
tions that appeal to a lot of prospec-
tive candidates.” '
Pieczenik said many personnel

security investigators are “burned
out” and are not well-thought of in
government.

“They have to be better trained
in interviewing, and at weeding out”
applicants’ character problems, he
said. “A good sociopath can coun-
terbalance any field investigator.”

Dale Hartig, a DIS spokesman,
said criticism of its investigators for
being unsophisticated is “complete-
ly uninformed.” The agency has
“one of the finest training programs
in the entire U.S. government.”

But critics outside DIS say that
its “street agents,” like the inves-
tigators at most security clearance
agencies, are overworked. DIS is
16 weeks late in finishing applica-
tions for “top secret.” The Office of
Personnel Management, which
checks clearances for a number of
federal agencies, is about 30 weeks
behind. L v

DIS’ 187 industrial investigators
are equally harried checking the
nation’s 14,000 defense-contractor
facilities (3,000 more than four
years ago). DIS representatives are
supposed to check each facility ev-
ery six or nine months, depending
on its sensitivity. Checking a large

high-tech installation can take a |

team several weeks. _

Many of the investigations, es-
pecially those for “secret” clear-
ance, are slapdash and almost per-
functory, defense specialists and
government officials say. A “secret”
clearance basically involves only
fingerprints and checks of FBI and
Defense Department computer
banks.

“The problem is basically eco-
nomic,” DIS Director Thomas J.
O'Brien told Congress of the often
sketchy investigations for “secret”
clearances. “We just don’t have the
resources,”

Sen. William V. Roth Jr. (R-Del.)
and Sen. Sam Nunn (D-Ga.), who
oversaw Senate hearings in April on
security clearance problems, said in
a joint statement recently that the
investigation for a “secret” classi-
fication, held by more than 3 million
individuals, is “woefully inade-
quate.” Federal guidelines define
“secret” material as that which
could do serious damage to national
security if reveated. '’ :

Individuals handling material that
is “top secret” and higher are sup-

to be reinvestigated every
five years. But the government is
about 17 years behind in reinves-
tigations, officials said.

“They can’t take their job very
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sériously now,” Nunn said of per-
sonnel security investigators. “It's a
complete absurdity. Nobody could
possibly handle that number of files.
If you were a good, conscientious
security checker, you'd probably be
already berserk.”

OPM, the government’s second
largest clearance investigator be-
cause of its job probing the bearers
of atomic and other secrets at the
Department of Energy, reports its
investigative workload went up 60
percent in the last two years.

0'Brien described the increase:in
investigations of defense contract
facilities as “an explosive growth in
workload.” i

. Cuts 'in DIS staff in-the late

1970s corresponded:to-réductions
in defense personnel to be investi-
gated, but added staff in the early
1980s was not enough-to keep up:
with the Reagan-era. defense boom,
experts said, The agency had 1,740
employes in’ 1980, but has 2,797
now, according to a DIS document
submitted to Congress.

Delays are a way of life in this
business, and they are costly. De-
fense contractors and the military
waste almost $1 billion a year in
lost productivity because personnel
are waiting for clearances, the Gen-
eral Accounting Office estimated in
1982.

It is common for defense contrac-
tors, in an effort to avoid wasting
employes’ time, to request more
employe clearances than it needs at
any given time, defense specialists
said. The companies want to have
pools of cleared employes ready to
work immediately on a new project,
they said. The Defense Department
said one-third of cleared contractor
employes don’t ever actually use
the material they're allowed to see.

These unnecessarily cleared in-
dividuals further jam up the system,
defense specialists said.

Lehman said the Walker case is
“an illustration of the fact that the
system for granting clearances has
become swamped” in various ways.

Critics charge that it (s aimply -
too easy to gef 4 sectrity' & 3
Sen. Albert Gore Jr. (D-Tenn.) calls
it “fast-food security.”

“Instead of giving applicants the
benefit of the doubt,” Fred Asselin,
a Senate staff member, testified
before a Senate committee, “gov-
ernment shoutd put the burden of
proof on them.”

From 1980 to 1984, OPM inves-
tigated 138,252 persons for clear-

ance, and cleared 138,144, a pass_

rate of 99.92 percent.

In the military, about one percent
of applicants initially are rejected
for clearance, while another 4 per-

_cent of clearances later are revoked
>because of drug use, alcoholism -or"
iothér causes. S '

Roth added, “I sometimes think
it’s more difficult to get an Amer-
ican Express card than a security
clearance.”

A main complaint of defense con-
tractors is the complexity of dealing
with the security regulators of
more than 20 separate federal

DO I

_agencies, each with its own rules
and standards. The paper work is
daunting.

“The result is the employe finally
throws up his hands and says, ‘The
heck with the security stuff,” " Law-
rence J. Howe, vice president for
security at the California-based Sci-
‘ence  Applications . _International
Corp., told the Senate recently: . .

, Clearance investigators have
their own frustrations.

They are frequently hampered in
their work because they can’t get
access to vital records, including
state and local criminal files, offi-
cials said. The reason is an array of
court decisions in the last 15 years,
and state and federal laws, restrict-

ing government agencies’ ability to
release private information.

DIS’ O'Brien said that such laws
make his agency’s work “far more
difficult and complicated today than
ever before . . .. To appoint an -
dividual to a sensitive position in-
volving nuclear weapons of aboard
2 subrarine . . . without knowing
his .prior arrest.records represents

Jrrrests |

a significant cecurity vilerability.”
Roth and Nunn have recommend-
ed that Congress require jurisdic-
tions to provide criminal records
about applicants for secsrity clear-
ance.
The Walker 8 case has
rompted_a critical reexamination
on Capitol TGl and among military

and intelligence specialists not onl
of t rivacy AcC
of an entire generation of laws, reg-
ulations and _court decisions [€:
icti overnment’s ability t
investigate individuals, _ officials
said. Some_conservatives and_mil-
waty officials _said _that these
changes, which came in the wake of
Watergate and revelations in the
T370s about domestic_intelligence-
gatherm;m@pgs, have weakened
merica's personnel security pro-
ram.
Roth said recently, “There has
been concern even among the mod-
erates and liberals that we've gone

too far” in restricting government
in personnel security.

Some conservatives are Erop(\s-

ing that in order to strengthen tne
security clearance system, the FBl,
congressional committees and po-

lice_a, encies_should be allowed to

i
resume colidor_of intelligence
files about subversives—a ractice
mostly ended in the mid-1970s.
“~Wye're the only power on earth
without [files about domestic sub-
versives),” said a Senate staff mem-
ber knowledgeable about security
issues who works for a moderate
senator. “You can’t operate a great
power without it.”

David Martin, a. retired Senate
intelligence expert, said in a recent
' about personnel security pub-
lished by the Heritage Foundation

t use of the near total de-
struction of the Intelligence data
Ese" and other Tactors, %Ee overn-
‘ment is_ virtually incapabie’_of
weeding out_subversives from sen-

gitive jobs. - - - ' .

wvil libertarians fear a possible
backlash against privacy rights in
the wake of the spy Cases, and say
they’re against the idea of resuming
files on subversives.

“There haven't been any ideolog-
ical spies in years,” said Mark
Lynch, a staff attorney for the
American Civil Liberties Union in
Washington. Instead, spies nowa-
days are selling secrets for money,
Lynch said.

“There’s very definitely a danger
because of this [spy] case that ill-
advised measures could be adopt-
ed,” Lynch said. “There’s no doubt
the right wing is seizing on this.”
Lynch added that he sees a danger
in increased use of polygraphs for
military personnel, which Lehman
proposed last week.
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A staff member for a moderate
Democratic congressman said the
only solution is for the military to
develop a test for recruits that mea-
sures a person'’s loyalty, similar to
the military’s tests for aptitude in
electronics and other fields.

“The word loyalty brings up an
image of [Sen. Joseph] McCarthy,”
said the staff member. “We're so
afraid to use the word loyalty. It's
not jingoism. This is a matter cf
selling out the country.”

BRut Roth said he doesn’t want to
overreact in the wake of the Walker
case.

“This requires a delicate balanc-
ing act” between individual rights
and the nation’s security, he said.
“How can we ensure our security
and get at information we need
without creating some kind of mon-
ster, Big Brother?”

NUMBER OF SECURITY CLEARANCES \

AS OF DEC. 31, 1983; IN THOUSANDS OF PERSONS i
GOVERNMENT EMPLOYES®

CONFIDENTIAL §34.2
SECRET{: 12137.1
TOP SECRET

SCI ACCESS**{:

|
% EMPLOYES OF GOVERNMENT CONTRACTORS

7

CONFIDENTIAL {748

l
.
'

CIES WITH THE MOS

EMPLOYES
ORS WITH CLEARANCES

"DEPARTMENTS AND AGE
DEPARTME R CONTRAC

JUSTICE |
DePT, §31-2

NAsAfi17

STATE
DEPT' l‘- 3

f tive, Executive Office
*Exciudes empioyes at CIA, National Secur U.S. Trade Representat
oE’H he President, Office of Management a£ é tand US. Arm—s_gnmu and Disarmamentt Agency.
ve partmented ion.
e v ing Office

Py

0 1,000 2,000 3,000 4,000

Continued

Declassified in Part - Sanitized Copy Approved for Release 2012/02/23 : CIA-RDP90-00965R000504460009-7

3,

Declassified in Part - Sanitized Copy Approved for Release 2012/02/23 : CIA-RDP90-00965R000504460009-7



Declassified i i "
_ assified in Part - Sanitized Copy Approved for Release 2012/02/23 : CIA-RDP90-00965R000504460009-7

¢.

FOUR ACCUSED SPIES:
SECURITY CLEARANCE HISTORY .

= John Walker: Received “top secret” clearance in 1965; never
reinvestigated before his 1976 retirement.

» Arthur Walker: Received “secret” clearance in the 1950s and
got “top secret” clearance in 1967. He was never reinvestigated
pefore his 1973 retirement although he received “secret”
clearance in 1980 for defense contracting work.

a Jerry Whitworth: Received “secret” clearance in the early
1960s and “top secret” clearance in 1969. He was reinvestigated
and reissued “top secret” clearance in 1978.

@ Michael Walker: Received interim “secret” clearance in 1983
from superiors at Oceana Naval Air Station in Virginia after a
scanty check of his service record and police and medical records.
Through an administrative oversight, his superiors failed-to order a
full “secret” investigation. Transfer order to the USS Nimitz™ ~

incorrectly noted he had “secret” clearance.
SOURCE: Department of Defense

_ WHAT INVESTIGATIONS
FOR SECURITY CLEARANCES INCLUDE

@ Secret: “National Agency Check”, including a FBI fingerprint
check, check of Department of Defense central index and limited
additional investigation.

m Top Secret: For Department of Defense civilians, investigation
includes National Agency Check, plus check of job, educational,
credit and police records going back five years. The investigation
also includes interviews with listed references, some of which are
developed by the investigators. Investigation should be repeated
every five years. For military and contract personnel, investigation
includes National Agency Check, check of police and credit records
and three job references as well as three references developed by
investigators. The investigation also includes an interview with the
applicant and some follow-up work. The investigation should be
repeated every five years, and should include National Agency
Check, a look at police, credit and job records, job references and
an interview with the applicant.

s Sensitive Compartmented Information: Investigation involves a
detailed background check going back for 15 years. :
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